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Something for Everyone

; Addressing a very } Sage head nodding
common problem 1 Application of
| See what we did wrong principles

; Calling out tools used
; Workflows used




Agenda in Three Acts

Problem Identification
Descriptive Analysis
mplementing Change




Mandatory Background and Disclaimer Slide

1. We cure sick children.
2 Donot sue me.



Act |I: Problem
ldentification

>>» Framing the question




My Team’s Responsibilities

Security strategy

Incident management

Audit, assessment, and compliance

Risk management and monitoring

Ot her duti es as assigned




Existing Risk Management Process

Board focused
Qualitative rankings based on expert opinion

Threat/Impact/Capability based

Benchmarks leadership risk tolerances,
current funding levels

Used to identify and prioritize projects




Meta-Problem

Risk management process provides strategic
management
Managing the tactical side (my responsibility)
raises tough questions

How good are our capabilities?

What is the evidence?

What our capabilities anyways ?
Working in our favor

Evidence- based medicine
Deep organizational commitment to Lean




Initial Steps

Defined our controls
Defined our threat scenarios

Started exploring our data sources

Goal: Understand what data we have and how it can
be used
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Existing Vulnerability Management
Process

Patch management focused
Death by spreadsheet

_ots of data, little management
Knowledge/information

Things /ook bad, but hard to be certain
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Measurement Problem Formulation

oHow well 1 s our patch m
perf orming?ao

Not explicitly stated or well defined
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>> Answering the question
(maybe)
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